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The Honorable Mike DeWine
United States Senate

Dear Senator DeWine:

This report responds to your request for information about crime
technology assistance' provided by the federal government to state and
local law enforcement agencies. Specifically, for fiscal years 1996 through
1998, you requested that we identify the types and amounts of such
assistance provided by the Department of Justice, the Department of the
Treasury, and the Office of National Drug Control Policy (ONDCP). Also,
as agreed with you, we categorized the assistance into three types: (1)
direct funding or grants; (2) access to support services and systems, such
as the Federal Bureau of Investigation’s (FBI) National Crime Information
Center; and (3) in-kind (no cost) transfers of equipment or other assets.

Identifiable crime technology assistance provided by Justice, Treasury,
and ONDCP to state and local law enforcement agencies during fiscal
years 1996 through 1998 totaled an estimated $1.2 billion, as table 1 shows.
This total is conservative because—given that these federal agencies are
not required to, and do not specifically track crime technology assistance
separately in their accounting systems—we included only amounts that
could be identified or reasonably estimated by agency officials or us. As
noted in table 1, this estimate was particularly conservative regarding
multipurpose grants, such as Byrne Formula Grants and Local Law
Enforcement Block Grants, which by design can be used for a variety of
purposes. Further, as also noted in table 1, regarding applicable support
services and systems, we did not include personnel costs.

' In developing the information in this report, we defined “crime technology assistance” to include
federal programs and funding to support a broad array of activities, ranging from upgrading criminal
history records to establishing or improving fingerprint and ballistic identification systems (see app. I).
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Table 1: Estimated Federal Funding for
Crime Technology Assistance, Fiscal
Years 1996 Through 1998

Background

|
Dollars in millions

Type of Assistance Amount

Direct single-purpose grants: Justice $255.1
Direct multipurpose grants: Justice® 746.3
Support services and systems: Justice” 146.6
Support services and systems: Treasury” 15.9
Technology transfers: ONDCP 13.0
Total $1,176.9

*Funding estimates for some purpose areas in the Byrne Formula Grants Program are for 10 states
(the largest recipients); and, funding estimates for the Local Law Enforcement Block Grants Program
are based on data voluntarily provided to Justice by substantially less than all grantees for only 2
fiscal years—i.e., about 60 percent of the 1996 grantees and about 10 percent of the 1997 grantees.

°For most services and systems, federal agency officials made estimates by prorating operating costs
(excluding personnel costs) based on the number of queries or other usage measures.

Source: Summary of data presented in appendixes Il through V.

The large majority of identified crime technology assistance to state and
local law enforcement agencies—$1.0 billion or about 85 percent of the
estimated $1.2 billion total during fiscal years 1996 through 1998—was
grants, all of which were administered by Justice. The three largest crime
technology assistance grants during the 3 fiscal years were the (1) Office
of Community Oriented Policing Services’ Making Officer Redeployment
Effective grants ($466.1 million), (2) Bureau of Justice Assistance’s Byrne
Formula Grants ($188.0 million), and (3) the Bureau of Justice Statistics’
National Criminal History Improvement Program ($147.2 million).

As table 1 shows, support services and systems was estimated to be the
second largest category of crime technology assistance provided to state
and local law enforcement agencies. In this category, Justice was the
major provider, with an estimated $146.6 million in assistance compared to
Treasury’s $15.9 million.

Regarding in-kind transfers, responses from the three agencies we
reviewed indicated that only ONDCP had an established, relevant program.
ONDCP’s technology transfer program totaled an estimated $13.0 million
in assistance during fiscal year 1998, the first year of the program’s
existence.

Although states and localities have traditionally held the major
responsibility for preventing and controlling crime in the United States, a
significant aspect of the federal government’s role has been its provision of
financial and other assistance to state and local law enforcement agencies.
Grants are the largest funding source of crime technology assistance to
state and local law enforcement agencies.
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Of the three agencies we reviewed, only Justice provided grants for crime
technology purposes. These grants fall into one of two categories: single-
purpose and multipurpose. Single-purpose grants were clearly or
completely for crime technology assistance. For example, the purpose of
the State Identification Systems Grant Program, which was authorized by
the Antiterrorism and Effective Death Penalty Act of 1996 (P.L. 104-132), is
to enable states to develop computerized identification systems that are
compatible and integrated with certain FBI databases.

Multipurpose grants can be used by state and local law enforcement
agencies for a number of purposes including, but not limited to, crime
technology. For example, the Anti-Drug Abuse Act of 1986 (P.L. 99-570)
established formula and discretionary grants to state and local law
enforcement agencies for addressing crime related to illegal drugs and
other purposes. The Anti-Drug Abuse Act of 1988 (P.L. 100-690) expanded
the grant programs and named them the Edward Byrne Memorial State and
Local Law Enforcement Assistance Programs. Byrne programs are to be
used to improve criminal justice systems, to enhance anti-drug programs,
and for other purposes.

More recently, the Violent Crime Control and Law Enforcement Act of
1994 (P.L. 103-322) authorized $30.2 billion for law enforcement and crime
prevention measures. In addition to authorizing additional funding for
Byrne programs through fiscal year 2000, the 1994 Act established what is
known as the Office of Community Oriented Policing Services within
Justice and authorized $8.8 billion in related funding. Also, the Omnibus
Consolidated Rescissions and Appropriations Act of 1996 (P.L. 104-134)
provided funding for the Local Law Enforcement Block Grants Program,
which provides funding to state and local governments to reduce crime
and improve public safety.

Nongrant federal assistance—such as providing state and local law
enforcement with access to support services and systems—may be
specifically authorized by legislation. For example, use of the Treasury
Department’s Federal Law Enforcement Training Center by units of state
and local government is authorized by P.L. 90-351, as amended.

There is no formal or standardized definition of “crime technology
Scope and assistance” used throughout the federal government. Therefore, for
Methodology purposes of this review, we developed a working definition and discussed
it with Justice, Treasury, and ONDCP officials, who indicated that the
definition was appropriate. Also, because there is no overall requirement
for agency accounting systems to track crime technology assistance, we
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largely relied upon agency estimates. We did not fully or independently
verify the accuracy and reliability of the funding data provided by agency
officials. However, to help ensure data quality, among other steps, we (1)
obtained information on and reviewed the processes used by agency
officials to calculate the estimated amounts of crime technology assistance
and (2) compared agency responses to primary source documents and
attempted to reconcile any differences with agency officials. Also, as
mentioned above, the funding totals presented in this report are
conservative, especially regarding multipurpose grants. That is, because
agency accounting systems did not specifically track crime technology
assistance, we included only amounts that could be reasonably estimated
by agency officials or by our reviews of agency information.

Appendix I presents more details about our objectives, scope, and
methodology. We requested comments on a draft of this report from the
Attorney General, the Secretary of the Treasury, and the Director of
ONDCP. Justice’s, Treasury’s, and ONDCP’s oral and written comments
are discussed near the end of this letter. We performed our work from
August 1998 to April 1999 in accordance with generally accepted
government auditing standards.

As table 1 shows, for the three federal agencies we reviewed, single-
Grant Programs Were purpose grants ($255.1 million) and multipurpose grants ($746.3 million)
the Maj or Type of were the major type of crime technology assistance provided to state and
Federal Assistance local law enforcement agencies during fiscal years 1996 through 1998.

We identified 13 relevant single-purpose grant programs. Of these, one
program—the National Criminal History Improvement Program—
represented about 58 percent of the $255.1 million total. This program,
funded at about $147.2 million for fiscal years 1996 through 1998, wholly
involved crime technology assistance in that its purpose is to help states
upgrade the quality and completeness of criminal history records and to
increase compatibility with and access to FBI criminal information
databases. The other 12 single-purpose grant programs represented about
42 percent ($107.9 million) of the $255.1 million total and included
programs such as a DNA Laboratory Improvement Program and the
National Sex Offender Registry.

We identified 10 multipurpose grant programs that had some purposes
involving crime technology assistance to state and local law enforcement
agencies. Of these 10, the following 2 programs accounted for about 88
percent of the estimated $746.3 million total:
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Justice and Treasury
Provided Access to
Support Services and
Systems

Making Officer Redeployment Effective Grants ($466.1 million): This
program, administered by the Office of Community Oriented Policing
Services, allows law enforcement agencies to purchase equipment and
technology to help expand the time available for community policing by
current law enforcement officers.

Byrne Formula Grant Program ($188.0 million): Three purpose areas in
this program—purpose areas 15(a), 15(b), and 25—specifically involved
crime technology assistance to state and local law enforcement agencies
during fiscal years 1996 through 1998. Purpose area 15(a) is for improving
drug-control technology; purpose area 15(b) is for criminal justice
information systems (including a 5-percent set-aside for improving
criminal justice records); and purpose area 25 is for developing DNA
analysis capabilities.

The other eight multipurpose grant programs represented 12 percent
($92.2 million) of the estimated $746.3 million total funding through
multipurpose grants for crime technology assistance. Among many other
uses, grant recipients used these funds to develop (1) information
management systems for drug court programs and (2) integrated computer
systems for tracking domestic violence cases.

Appendix II provides more details about Justice’s single-purpose and
multipurpose grants that provided crime technology assistance to state
and local law enforcement agencies during fiscal years 1996 through 1998.

The second largest category of estimated crime technology assistance, as
table 1 shows, was access to support services and systems provided by
Justice and Treasury. Of these two agencies, Justice was the more
significant provider, with an estimated $146.6 million in assistance to state
and local law enforcement agencies, or about 90 percent of the $162.5
million total during fiscal years 1996 through 1998.

For these 3 fiscal years, about 62 percent of Justice’s $146.6 million in
assistance was attributable to 4 of the 21 relevant support services or
systems we identified:

Regional Information Sharing Systems ($50.3 million): Funded by the
Bureau of Justice Assistance, six regional criminal intelligence centers
provide state and local law enforcement with access to an Intelligence
Database Pointer, a National Gang Database, a secure intranet, and other
support services.
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» Combined DNA Index System ($16.7 million): The FBI's index system
contains DNA records of persons convicted of crimes. State and local
crime laboratories can use the system to store and match DNA records.

* Law Enforcement On-Line ($12.6 million): Managed by the FBI, this
intranet links the law enforcement community throughout the United
States and supports broad, immediate dissemination of information.

» National Crime Information Center ($11.1 million): Managed by the FBI,
this is the nation’s most extensive criminal justice information system. The
system’s largest file, the Interstate Identification Index, provides access to
millions of criminal history information records in state systems.

Justice’s other 17 support services and systems represented 38 percent
($55.9 million) of the agency’s $146.6 million total assistance in this
category. Two examples are (1) the Drug Enforcement Administration’s
National Drug Pointer Index, which has an automated response capability
to determine if a case suspect is under active investigation by a
participating law enforcement agency and (2) the National Institute of
Justice’s National Law Enforcement and Corrections Technology Centers,
which offer technology and information assistance to law enforcement and
corrections agencies by introducing promising technologies and providing
technology training.

Appendix III presents more detailed information about Justice’s support
services and systems that provided crime technology assistance to state
and local law enforcement agencies during fiscal years 1996 through 1998.

Treasury’s support services and systems provided $15.9 million of
assistance during this period, as table 1 shows. This assistance involved a
total of 29 support services and systems. Of these, 14 were provided by one
Treasury component—the Bureau of Alcohol, Tobacco and Firearms
(ATF), which accounted for $13.4 million (84 percent) of Treasury’s $15.9
million total assistance in this category. Further, as indicated next, 3 of
ATF’s 14 services and systems accounted for about two-thirds of the ATF’s
support to state and local law enforcement:

» Arson/Explosives Incident System ($3.5 million): State and local agencies
are able to query the system for information about component parts, stolen
explosives, and device placement.

» Accelerant Detection Analysis ($2.7 million): This service involves the
laboratory analysis of fire debris to detect and identify flammable liquids
potentially used as accelerants in an incendiary fire.
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In-Kind Transfer
Programs

 Firearms Tracing System ($2.5 million): The National Tracing Center

traces firearms (from the manufacturer to the retail purchaser) for law
enforcement agencies.

Treasury’s other 15 relevant support services and systems accounted for
the remaining 16 percent ($2.5 million) of the $15.9 million total assistance.
Two examples are (1) the Financial Crimes Enforcement Network’s
Project Gateway, which helps state and local law enforcement agencies
combat money laundering and other financial crimes and (2) the Secret
Service’s Questioned Document Branch, which maintains a forensic
information system for analyzing handwriting samples.

Appendix IV presents more detailed information about Treasury’s support
services and systems that provided crime technology assistance to state
and local law enforcement agencies during fiscal years 1996 through 1998.

Based on information from Justice, Treasury, and ONDCP officials, we
specifically identified only one established, relevant in-kind transfer
program—i.e., an ONDCP technology transfer program that began in fiscal
year 1998. According to ONDCP officials, the program involved 18 projects
or systems that fit our definition of crime technology assistance, but only
15 of these were transferred to state and local law enforcement agencies in
fiscal year 1998. For that year, as table 1 shows, federal funding for the
transferred projects or systems totaled $13 million. Examples of
transferred technologies include (1) a vapor tracer device for detecting
and identifying small quantities of narcotics and explosives and (2) a
secure, miniaturized multichannel audio device for inconspicuous use
during covert operations. Appendix V provides further details about
ONDCP’s technology transfer program.

Justice and Treasury officials told us that their agencies routinely make
excess equipment available to other governmental and nongovernmental
users through the General Services Administration. However, the officials
said they had no readily available information regarding how much of the
excessed equipment was crime technology related and was subsequently
received by state and local law enforcement agencies. Similarly, General
Services Administration officials told us that their agency’s accounting
systems could not provide this type of information.

Treasury officials noted that there have been a few isolated or nonroutine
instances of direct transfers, as when the Secret Service directly excessed
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Agency Comments and
Our Evaluation

some used automated data processing and communications equipment’ to
state and local law enforcement agencies in 1998. We did not include these
isolated or nonroutine transfers in the funding amounts presented in this
report.

Officials from Justice’s Office of Justice Programs and Office of Audit
Liaison met with us on May 13, 1999, and provided the following comments
on a draft of this report:

In their written comments, Office of Justice Programs officials provided
several technical comments and clarifications, mostly centered on funding
amounts for certain National Institute of Justice programs presented in
table II.1 in appendix II. As appropriate, we made adjustments to table II.1
and also added some clarifying language to our scope and methodology
(app. D.

The Director, Office of Audit Liaison, told us that the draft report had been
reviewed by officials in other relevant Justice components (including
INTERPOL-U.S. National Central Bureau and the Marshals Service) and
the Office of Community Oriented Policing Services, and that these
officials had no comments.

Also, in written comments, the Drug Enforcement Administration, the FBI,
and the Immigration and Naturalization Service suggested technical
comments and clarifications, which have been incorporated in this report
where appropriate.

Treasury officials met with us on May 12, 1999, and provided oral
comments. More specifically:

ATF, Customs Service, Federal Law Enforcement Training Center, and
Financial Crimes Enforcement Network officials expressed agreement
with the information presented in the report.

Secret Service officials had technical comments and clarifications, which
have been incorporated in this report where appropriate.

A Treasury Office of Finance and Administration official indicated that,
although not in attendance at the May 12 meeting, IRS officials had
reviewed the draft report and had no comments.

* Secret Service officials told us that the original acquisition costs of this equipment totaled about
$535,000 but that no depreciated values have been calculated or assigned regarding the transfer.
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On May 13, 1999, the Director of ONDCP’s Counterdrug Technology
Assessment Center met with us and expressed agreement with the
information presented in the report. To provide additional perspective, he
suggested that appendix V reflect the fact that, as of December 1998, the 15
relevant ONDCP projects or systems involved a total of 202 recipient state
and local law enforcement agencies. We added this information to the
appendix.

As arranged with your office, unless you publicly announce the contents of
this report earlier, we plan no further distribution until 30 days after the
date of this letter. We are sending copies of this report to Senator Orrin G.
Hatch, Chairman, and Senator Patrick J. Leahy, Ranking Minority Member,
Senate Committee on the Judiciary; Representative Henry J. Hyde,
Chairman, and Representative John Conyers, Jr., Ranking Minority
Member, House Committee on the Judiciary; The Honorable Janet Reno,
Attorney General; The Honorable Robert E. Rubin, Secretary of the
Treasury; The Honorable Barry R. McCaffrey, Director of ONDCP; and The
Honorable Jacob Lew, Director, Office of Management and Budget. Copies
will also be made available to others upon request.

The major contributors to this report are listed in appendix VI. If you or
your staff have any questions about this report, please contact me on (202)
512-8777.

Sincerely yours,

Richard M. Stana
Associate Director
Administration of Justice Issues
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Appendix I

Objectives, Scope, and Methodology

Objectives

Definition of “Crime
Technology
Assistance”

Overview of Scope and
Methodology

Senator Mike DeWine requested that we identify crime technology
assistance provided by the federal government to state and local law
enforcement agencies. Specifically, for fiscal years 1996 through 1998,
Senator DeWine requested that we identify the types and amounts of such
assistance provided by the Departments of Justice and the Treasury and
the Office of National Drug Control Policy (ONDCP). As agreed with the
requester, we categorized the assistance into three types: (1) direct
funding or grants; (2) access to support services and systems, such as
automated criminal history records and forensics laboratories; and (3) in-
kind (no-cost) transfers of equipment or other assets.

Initially, we conducted a literature search to determine whether there was
a commonly accepted definition of “crime technology assistance.” Since
our search did not yield a definition, we developed our own by reviewing
(1) a then pending bill (S. 2022), which has since been enacted into law,'
related to crime technology assistance introduced by Senator DeWine
during the second session of the 105" Congress, and its legislative history;
(2) his request letter to us and subsequent discussions with his staff; (3)
the General Services Administration’s Catalog of Federal Domestic
Assistance, a reference source of federal assistance programs, including
crime control programs; and (4) Congressional Research Service reports
on federal crime control assistance.

Accordingly, our definition of crime technology assistance was the
following: “Any technology-related assistance provided to state and local
law enforcement agencies, including those of Indian tribes, for establishing
and/or improving (1) criminal justice history and/or information systems
and specialized support services or (2) the availability of and capabilities
to access such services and systems related to identification, information,
communications, and forensics.” We discussed this definition with Justice,
Treasury, and ONDCP officials, who indicated that the definition was
appropriate and would be helpful in their efforts to compile the requested
information.

To determine the types and amounts of crime technology-related
assistance for fiscal years 1996 to 1998, we reviewed (1) excerpts from the
Budget of the United States Government, Appendices and Analytical
Perspectives for fiscal years 1998, 1999, and 2000, (2) agencies’ fiscal year
budget requests, (3) appropriations acts, and (4) budget execution reports
provided by the Office of Management and Budget. Also, as noted above,
we reviewed the General Services Administration’s Catalog of Federal

'P.L. 105-251 (October 9, 1998).
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Domestic Assistance (annual editions for 1996 through 1998) and
Congressional Research Service reports on federal crime control
assistance.

We contacted the Justice, Treasury, and ONDCP components most likely
to provide crime technology-related assistance. Within Justice, we
contacted

the Drug Enforcement Administration (DEA);

the Federal Bureau of Investigation (FBI);

the Immigration and Naturalization Service;

the INTERPOL - U.S. National Central Bureau;

the U.S. Marshals Service;

the Office of Community Oriented Policing Services; and

the Office of Justice Programs and its components (i.e., the Bureau of
Justice Assistance, the Bureau of Justice Statistics, the Drug Courts
Program Office, the National Institute of Justice, the Office of Juvenile
Justice and Delinquency Prevention, and the Violence Against Women
Grants Office).

Within Treasury, we contacted

the Bureau of Alcohol, Tobacco, and Firearms (ATF);

the Customs Service;

the Federal Law Enforcement Training Center;

the Financial Crimes Enforcement Network;

the Internal Revenue Service (IRS); and

the Secret Service.
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Scope and
Methodology
Regarding Grant
Programs

Within ONDCP, we contacted the Director of the Counterdrug Technology
Assessment Center.

From Justice, Treasury, and ONDCP, we obtained and reviewed relevant
program descriptions and related explanatory materials, such as catalogs
and program plans. Specifically, we reviewed (1) descriptions of grant
programs and support services and systems and (2) corresponding funding
data prepared by agency officials for this review.

Generally, in this report, our references to state and local law enforcement
agencies may include recipients of federal assistance in (1) the 50 states;
(2) the District of Columbia; (3) the Commonwealth of Puerto Rico; and
(4) where applicable, the U.S. territories of American Samoa and Guam,
the Commonwealth of the Northern Mariana Islands, and the U.S. Virgin
Islands.

During our review of grant programs, we identified many crime technology
projects that were funded by federal grants distributed to entities other
than state and local law enforcement agencies. These recipients included
federal agencies, private firms, colleges and universities, and others.
Specifically, under the Local Law Enforcement Block Grants Program, 1
percent of authorized appropriations ($20 million per year) was for law
enforcement technologies. According to a National Institute of Justice
official, this 1-percent set-aside supported 153 projects during fiscal years
1996 through 1998; and, of this total, 145 projects involved grant funding in
which state or local law enforcement agencies did not participate in the
specific project at all. Therefore, we did not include grant funding for these
145 projects in the data tables presented in appendix II. However, the
other eight projects directly involved state or local law enforcement
agencies. For these eight projects, we included grant funding (a total of
$2,325,600) in table IL.1.

We determined that, of the three agencies we reviewed, only Justice
provided direct grant funding to state and local law enforcement agencies
for crime technology assistance. Within Justice, the Office of Community
Oriented Policing Services and the Office of Justice Programs
administered the majority of grant programs that included crime
technology assistance. We divided crime technology assistance grants into
two categories--single-purpose grants and multipurpose grants.

Single-Purpose Grants

We defined single-purpose grants as those that clearly or completely fell
within the definition of crime technology assistance. For single-purpose
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grants, Justice was able to identify applicable grants and specifically
quantify funding amounts (see table II.1 in app. II).

As table II.1 shows, the National Institute of Justice is one of Justice’s
components that provided crime technology assistance. The Institute’s
role includes allocating funds for certain research and development
projects that may directly or indirectly involve crime technology assistance
to state and local law enforcement agencies. For purposes of our review
and table II.1, we included the Institute’s research and development
project costs for only those projects wherein the Institute was able to
identify that a state or local law enforcement agency was directly involved
or partnered with private firms, companies, universities, or federal
agencies. In commenting on a draft of this report, National Institute of
Justice officials noted that:

Such partnerships are difficult to identify and quantify unless the state or
local agency is a subgrantee, which is something that is not electronically
tracked by the Office of Justice Programs or the National Institute of
Justice.

Also, there are inherent difficulties in using research and development
project costs to quantify direct benefits to state and local law enforcement
agencies. For instance, partnering arrangements can result in a diffusion
of funds among various entities, in contrast to grants made directly to a
state or local law enforcement agency. Also, direct benefits may not be
immediately realized given that research and development efforts may
involve